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Abstract— We examine an abstract formulation of
BIST diagnosis in digital logic systems. The BIST
diagnoesis problem has applications that include iden-
tification of erroneous test vectors, faulty scan cells,
faulty modules, and faulty logic blocks in FPGAs. We
develop an abstract model of this problem and show
a fundamental correspondence to the well-established
subject of Combinatorial Group Testing (CGT} [7].
Armed with this new perspective, we show how to im-
prove on a number of existing techniques in the VLSI
diagnosis literature. In addition, we adapt and ap-
ply a number of CGT algorithms that are well-suited
to the diagnosis problem in the digital realm. We also
propose completely new methods and empirically eval-
uate the different algorithms. Our experiments show
that results of the proposed algorithms outperform re-
cent diagnosis techniques [8, 9, 14]. Finally, we point
out future directions that can lead to new solutions
for the BIST diagnosis problem.

I. INTRODUCTION

In this paper, we introduce the diagnosis problem in
the Combinatorial Group Testing (CGT) field [7] and
then examine how it is closely related to the BIST diag-
nosis problem. We use this link to establish a wealth of
techniques for certain classes of BIST diagnosis problems.
The abstract diagnosis problem in CGT is concerned with
identifying a subset of faulty items from within a general
set of items using a tester. Given a subset of items, the
tester gives a yes answer if queried with a subset that
has faulty items, and a no answer if the subset is fault-
free. The diagnosis problem is formally defined as follows.

Diagnosis Problem: Given a set M consisting of n
modules (items), identify the subset of faulty modules
F C M, where d = {F| is unknown, using the minimum
number of gueries to the tester.

Recently, Built-In-Self-Test (BIST) has emerged as the
leading solution for addressing today’s test challenges.
BIST offers the promise of low hardware overhead with
the clear advantage of at-speed testing. For example, a
scan-based BIST session will generate a number of test
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patterns through a built-in test generator (a linear feed-
back shift register, or LFSR). Test responses are captured
by the scan chain and then compacted by feeding intc a
multiple-input shift register (MISR), as shown in Figure
1.

One of the main shortcomings of the above test ap-
proach is that once a faulty chip is detected, the signa-
ture offered by the MISR gives no help toward diagnosing
the failure. The MISR output is typically interpreted as
pass/fail information with little additional value. Hence,
fault diagnosis in scan-based environments usually falls
into one of two problem types. The first problem is con-
cerned with identifying the scan cells that capture erro-
neous respenses during the BIST session [14, 9, 8, 4, 3].
The second problem is concerned with identifying the set
of failing test vectors [12, 13, 8]. A third related BIST-
diagnosis problem is concerned with the identification of
faulty logic blocks in FPGAs [15, 1].

These classes of diagnosis problems in BIST environ-
ments may at first glance seem unrelated. Yet abstractly,
in their essence they are identical to the diagnosis prob-
lem in CGT. In particular, they involve a set of items
(scan cells, or test vectors), which we refer to generically
as modules, with some number of these modules being
faulty. The BIST diagnosis problem seeks to identify all
faulty modules using the mirimum number of tests, i.e.,
with minimum use of the response compactor {e.g., the
MISR in scan-based BIST).

Some of the challenges in the diagnosis process are:

1. achieving full diagnostic information, i.e., detecting

Test Patiern Generator

( Circuit Under Test J

Fig. 1. Scan-Based BIST Environment.
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all faulty items (whether scan cells, test vectors or
logic blocks);

2. minimizing diagnosis time, since this translates to
reduction in total testing time; and

3. minimizing hardware overhead, i.e., the amount of
hardware needed to support BIST diagnosis.

The link between digital system BIST and CGT af-
fords a rich set of techniques to attack the aforementioned
questions. We show that a number of established BIST
techniques can be improved by CGT approaches. We
also directly apply CGT techniques to the BIST diag-
nosis problem. Furthermore, we propose completely new
methods that are based on “hybrid” integration of exist-
ing techniques. A number of research directions remain
open, and offer the prospect of more cost-effective BIST
diagnosis sclutions as well as new theoretical frameworks.
In the remainder of this paper, Section 2 presents several
new diagnosis techniques. Section 3 empirically assesses
these algorithms. Section 4 addresses some of the practi-
cal concerns usually associated with BIST environments.
Finally, Section 5 lists directions for future research.

il. NEwW ALGORITHMS FOR DIAGNOSIS

In this section we present new diagnosis algorithms for
the BIST diagnosis problem. We adapt and present four
algorithms from the CGT literature: digging, multi-stage
batching, doubling and jumping. We also propose two
completely new diagnosis algorithms, which we refer to
as batched digging and batched binary search.

A. Digging

From the CGT literature, we present the digging al-
gorithm which can be considered as an improvement to
the notable Binary Search approach of Ghosh-Dastidar
and Touba [9]. Digging reduces the number of queries
{test sessions), especially for low values of d (faulty items)
[10, 7]. Observe that if there are two defective sets M
and M., with Afy C M;, then the result of the query A,
renders the result of the query on M3z useless. Hence, with
binary search there is the potential for many queries to
produce no additional information for the diagnosis pro-
cess. This suggests that once a faulty set of modules M
is fourd, a faulty module my should be identified from
the set. This process is referred to as digging [7]. Once a
faulty module my is identified, my is removed from M,
and digging is resumed on the remaining items. Digging
requires dlogn queries. For small values of d, digging
improves binary search, as we confirm below in our dis-
cussion of experimental results. We present the DIG and
DIG-BS (binary search with digging) procedures in Fig-
ures 2 and 3. Note that in this and subsequent algorithm
descriptions, we use the term “ordered” to indicate that
modules in M are indexed to permit reference to individ-
ual modules or ranges of modules.

B. Multi-Stage Batching

In this technique [5, 11], the set M of modules
under test is divided into disjoint, equal-size batches

Input: M = set of modules under test, with one or moreT
faulty modules.
Output: my = faulty module.

Set B=M
do

B, = [%L] modutes from B
If query({B;) then B = B,
else B= B\ B

while |B| > 1

Return my, where B = {my}

Fig. 2. The DIG procedure to identify one module from a set of
faulty modules.

Input: M = {ordered) set of modules under test.
Output: F C M = set of faulty modules.

Set the queue @ = {M}, and F = 0.
do

Pop the head element S of @
If query(S) then
m=DIG(S)
Set M =M\ {ms} and F = FU {my}
Bisect M into M; and M3z
If My # ® then insert M1 in Q
If M> # @ then insert Mz in Q
while @ £ 0
Return F'

Fig. 3. Binary search using a number of DIGs.

by,b2,...,bg, where 1 < k < n. Each of these batches is
then tested. Once a set of faulty batches &y, by,,..., by,
(with m < k) have been identified, one can re-merge all
the faulty batches into one set Ms, = {JiL, by,, then re-
apply the same procedure recursively. This procedure can
be repeated for any number of stages until the point where
all the batches are identified as faulty. In this last case,
we query all the modules of the batches. We remind the
readers that the approach of [8] tests all elements in any
faulty batch and hence can be considered as a “one-stage”
batching algorithm. With multi-stage batching, the num-
ber of queries g(n) is given by

(n)<£+%+...+dks—l
4 & ks ks

+ dk, (1)

where k;, 1 < i < s, is the number of batches for stage
i. The values of ki, 1 < ¢ < 5 set the performance of
the algorithm. In order to estimate a reasonable value
for k;, we investigate the special case of one faulty item,
i.e., d=1. If n is viewed as continuous, then from basic
calculus ¢(n) is minimized when k = /2. Hence, we may
set k; = \/mi_1, where n; is the total number of modules
in faulty batches at stage ¢ (n; < dk;) and k) = /n.
We will see in the experimental results section below that
the multi-stage strategy offers a considerable reduction in
the number of queries compared to the approach of [§].
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The Multi-Stage Batching algorithm, which we refer to as
MULTISTAGE, is formally described in Figure 4.
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Input: M = (ordered) set of modules under test.
Qutput: F C M = set of faulty modules.

Setn=|M,b=/n,k=0,U=0,and F=0
While(true)
Setl=k-b
Set h = min((k + 1) - b, |M])
if I > |M] then break
If query(M[l..k]) then U = U U M[L..]
Setk=k+1
If |U] # n then F = FU MULTISTAGE(V)

else for u =1 to |U}:
If query(Mu]) then F = F U M|u]

Return F

Input: M = (ordered) set of modules under test.
Output: ' C M = set of faulty modules.

Set F = 0.
while M #
if query(M) then M =8
Setk=1and S=0
while (true)
S = min(k, |M|) items from M
if query(S) = false then
setk=2-kand M =M\ S
else break
Set my =DIG(S5)
Set M =M\ {ms}and F=FU{my}

Return F

Fig. 4. MULTISTAGE procedure for multi-stage batching
diagnosis [11].

C. Doubling and Jumping

Another diagnosis algorithm is due to [2]. Given that
the value of d is unknown, the algorithm attempts to esti-
mate the value of d. If d is small then the algorithm finds
large fault-free sets; otherwise, the algorithm finds small
faulty sets. To deliver this functionality, the algorithm
tests disjoint sets of sizes 1,2, 4, ..., 2¢ until a faulty set is
found. At this point, the algorithm has identified 2¢ — 1
fault-free modules and a faulty set of size 2%, using 7 tests.
The algorithm then identifies a faulty module from the
faulty set using binary search, which requires ¢ queries.
Consequently, the algorithm uses 2¢ + 1 queries and de-
tects 2¢ items (2% — 1 fault-free and 1 faulty). We present
this DOUBLING algorithm in Figure 5.

An interesting modification to Doubling, which is called
Jumping, is due to [6]. Instead of testing disjoint sets of
sizes 1,...,2% as in Doubling, Jumping tests sets having
sizes 1 +2,44+8,...,2¢ +2¢1 yntil a faulty set is found.
Using these “jumps” (i.e., in the ordering of the modules),
the algorithms identifies fault-free modules with % tests
instead of ¢ tests. However, a faulty set is of size 3 - 2¢,
rather than of size 2 as in Doubling; it therefore requires
more than one query on a subset of size 2¢ to reduce the
faulty set to either 2° or to size 2¢*t! with 2 fault-free
items. We do not describe details of the Jumping algo-
rithm here, but we assess it empirically in the experimen-
tal section below, and refer the interested reader to [6] or
[7] (page 134).

D. New Hybrid Methods: Batched BS and DIG-BS

In this subsection, we propose a new modification of
existing algorithms. One of the main shortcomings of
batching algorithms is their relative poor performance for
small and moderate values of d. This is mainly due to the
need to query all faulty items in the faulty batches. On
the other hand, binary search based algorithms excel for
small values of d, and rapidly deteriorate as d approaches

Fig. 5. The DOUBLING algorithm.

the total number of modules n. Hence, one way to im-
prove results for small and moderate values of d is to start
by batching; then, once the faulty batching sets are iden-
tified, Binary Search (BS) or Digging (DIG-BS) may be
applied to identify the faulty modules within these sets.
In this hybrid method, batching is used to initially prune
a large portion of the search space, clearing the way for
binary search to identify the faulty modules with fewer
queries. We will see below that the proposed strategy
outperforms the other techniques for a significant range
of practical values of d. The Batched DIG-BS algorithm
is described in Figure 6; a Batched BS algorithm based
on binary search rather than digging may be similarly
conceived.

Input: M = (ordered) set of modules under test.
Output: F C M = set of faulty modules.

Set n=|M|,b=n,k=0,and F =0
While(true)

Setl=k-b
Set h = min({k + 1) - b, j)
If I > n then break
If query(M,i, h) then DIG-BS(M[L..h])
Set k=k+1
Return ¥

Fig. 6. Batched DIG-BS diagnosis.
111, EXPERIMENTAL RESULTS

In this section, we empirically assess the aforemen-
tioned diagnosis techniques!. We use an experimental

1While all the techniques that we have discussed are adaptive,
the CGT literature is also rich with non-adaptive algorithms. A
number of non-adaptive algorithms have been proposed for the di-
agnosis problem as well. For example, Rajski et al. [14] propose
a probabilistic approach for partitioning scan cells to identify the
faulty ones, while Bayraktaroglu et al. [3] extend this approach
to deterministically partition the set of scan cells to achieve full-
diagnostic resolution. This deterministic partitioning approach is
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Fig. 7. Performance of selected algorithms for n = 1000.
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setup similar to [9] where we assume a set of 1000 mod-
ules representing scan cells {experiments for test-vectors,
electronic modules or FPGA logic blocks can be simi-
larly devised). We randomly set d scan cells to be faulty
and calculate the number of queries (test sessions} needed
to detect all faults. For each value of d, we generate
100 random instances and report the average number of
queries. The number of queries is directly proportional to
the amount of time needed to diagnose the BIST system.
‘We compare the proposed algorithms against our imple-
mentations of [8]2 and [9] which are reported to dominate
{14]. For space limitations, we give our results in Figure 7
and summarize our experimental conclusions as follows.

e For a number of faulty modules less than ~ 1.3%,
Digging noticeably outperforms Binary Search reduc-
ing the number of test sessions by about 15%. After
that point, Binary Search dominates Digging.

e Multi-Stage Batching dominates One-Stage Batching
for most values of d leading to a reduction in the
number of test sessions by around 25-50%. For large
percentages of faulty modules > 25%, both versions
of batching dominate binary search based algorithms
by a very wide margin.

e Jumping dominates Doubling for any number of
faulty modules. Furthermore, Jumping dominates bi-
nery search based techniques when the incidence of
faulty modules exceeds d > 500. This reduces the
number of test session by around 25%.

e For percentages of faulty modules that are greater
than 1.3% and less than 10%, Batched BS and
Batched DIG-BS outperform other algorithms by a
wide margin. They reduce the number of test ses-
sions by around 7-20%.

IV. CONCLUSIONS

Our work has addressed the issue of BIST diagnosis and
revealed previously unexplored connections to the field of
Combinatorial Group Testing. We summarize our contri-
butions as follows.
achieved through what the authors call Quotient Uniform Parti-
tions. However, Quotient Uniform Partitions correspond to the
Balanced Incomplete Block Design {BIBD) codes for non-adaptive
diagnosis (see 7|, page 75). We refer readers interested in non-
adaptive diagnosis techniques to Chapter 4 of [7].

2We use a batch (partition) size of /7.

¢ We show that the BIST diagnosis problem corre-
sponds precisely to the heart of the well-established
field of CGT. This relationship between the two fields
opens up an enormous wealth of techniques to the di-
agnosis problem in BIST.

o We improve on existing techniques, and furthermore,
'we point out parallels between BIST diagnosis results
vand earlier CGT results. .

o From the CGT literature, we have adapted and ex-
tended several algorithms for the diagnosis problem,
and moreover proposed new techniques. Empirical
assessment of these techniques show that they out-
perform existing diagnosis results.

Four directions for future work are:

o competitive CGT for theoretical benchmarking of the
different diagnosis techniques;

o non-adaptive diagnosis techniques using binary su-
. perimposed codes;

e special cases of diagnosis wherein the number of
faults is known a priers; and

e diagnosis in the presence of unreliable tests, where
the query response might be erroneous as with alias-
ing cases of MISRs.
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